HNugopmanmonHast naMsTKa /IS HECOBEPILICHHOIETHHX 10 BOIIPOCaM
KHOep0e30MacHOCTH

B cet «HTEpHED

KoMubOTEepHbIE BUPYCHI
KoMnprOTEepHBIN BHPYC - 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX MPOrpPaMm,

OTIIMYUTENIbHON 0COOEHHOCTBHIO KOTOPOM SIBIISIETCS CIIOCOOHOCTH K Pa3MHOXKEHUIO
(konmupoBaHuio). B nonoisiHeHHME K 3TOMY, BHPYChl MOTYT HOBPEAUTH HWIIU
MOJTHOCTBIO YHUUTOXUTH BCe (hailyibl M TaHHBIC, TTOAKOHTPOJIBbHBIE MOIH30BATEINIO,
OT UMEHHU KOTOpOro ObliIa 3amyllieHa 3apaxEéHHas NporpaMMa, a TaKKe MOBPEINUTh
WIM JaXe YHUUYTOXKHUTh ONEPALMOHHYIO CHCTEMY CO Bcemu (hailmamu B 1enom. B
OOJBIIMHCTBE CIIy4aeB PACIPOCTPAHSIIOTCA BUPYChl YEPE3 UHTEPHET.

MeToabl 321U THI OT BPEIOHOCHBIX POrPaAMM:

1. Hcnonb3yli COBpEeMEHHBIE OINEpPAIMOHHBIE CHCTEMbl, HMEIOIIHE
CEpBhE3HBIN YPOBEHD 3alIUThI OT BPEJOHOCHBIX MMPOTPAMM;

2. [TocTossHHO ycTaHaBnMBail martyu (UUQPPOBBIE 3aIJIATKH, KOTOPHIE
ABTOMATHYE€CKU YCTAaHABIUBAIOTCS C IIEJIbI0 JOPAOOTKH MPOrpaMMbl) U JpyTHe
OOHOBJIEHHUSI CBOEH omepamuoHHOW cucTteMbl. CkauuWBalW UX TOJIBKO C
opunmanpHoro camta paspaborumka OC. Ecnu cymecTByeT pexum
aBTOMAaTHYEeCKOrO OOHOBIICHUS, BKJIIOUH €T0;

3. Paborail Ha cBOE€M KOMIIBIOTEPE IOJ IpaBaMU IOJb30BaTENsl, a HE
aJMUHUCTpATOpa. ODTO HE TMO3BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMm
MHCTaJUIMPOBATHCS HA TBOEM MEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonbs3yil aHTUBHUPYCHBIE MPOTPAMMHBIE TPOIYKTHI H3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb (HU3NYECKUN JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Wcnonb3yii BHENIHME HOCHUTENW HH(OpMaIuu, Takue Kak Qremika,
IUCK WK ¢aiin u3 MaTepHera, TOIbKO U3 TPOBEPEHHBIX UCTOYHUKOB,;

7. He ortkpeiBaii komMmnbloTepHbIe (DAiiibl, TONIYYCHHBIE U3 HEHAIEKHBIX
UCTOYHUKOB. [laxe Te (pailyibl, KOTOpBIE MPHUCTAT TBOM 3HAKOMBI. Jlydlie yTouHu y

HCTO, OTIIPAaBJIA JIX OH TeOe ux.

Cetu WI-FI




C nomompbio WI-Fi M0XXHO MNOIy4uTh OECIUIATHBI HHTEPHET-AOCTYI B
0O0IIeCTBEHHBIX MecTax: Kade, OTelsIX, TOPrOBBIX IEHTPax U a’poroprax. Tak ke
ABJISIETCS OTVIMYHOM BO3MOYKHOCTBIO BbIXOJa B MHTepHET. HO MHOrHME 3KCHEpTHI
cuMTaroT, 4yTo obmenoctynubie WiFi cetu He SIBISIOTCS 6€30TaCHBIMU.

CoBeTbl 0 0e30macHOCTH PadoThI B 001eA0CTYNHBIX ceTax Wi-fi

1. He nepenaBaii cBoio nuuyHyr0 WH(MOpMAIMIO Yepe3 OOIIeTOCTYITHbIE
Wi-Fi cern. PaGoras B HUX, &enaTreabHO HE BBOJAUTH MAPOJIH JOCTYIIA, JOTUHBI U
KaKHe-TO HOMEpa;

2. Hcnonp3yit u OOHOBISII aHTUBUPYCHBIE MPOTPaMMbl U OpaHAMAY3D.
Tem caMbIM ThI 0Oe30macunIb ce0si OT 3aKaYKU BUPYCa HA TBOE YCTPOUCTRBO;

3. [Ipu ucnonb3oBanun Wi-Fi otkimoun gynkumio «OO0mmil goctyn K
daitnam u npuHtepam». JlaHHas QYHKUUS 3aKphiTa MO YMOJIYAHHUIO, OIHAKO
HEKOTOpHIE MOJb30BATENIM aKTUBUPYIOT €€ i ya1o0CTBa UCIOJIb30BaHUS B padoTe
WK y4eoe;

4. He ucnonw3yit nyomuunsii WI-FI nnis nepenaun JTUYHBIX JaHHBIX,
HanpuMep, AJI BbIX0Ja B COUUAJIBHBIE CETH WM B JIEKTPOHHYIO MIOUTY;

3. Ucnonw3yii Tonbko 3amuuieHHoe coeauHeHue uyepe3 HTTPS, a ne
HTTP, 1.e. nmpu Habope BeO-anpeca BBOAM UMEHHO «https://»;

6. B mobunbHOoM Tenedone otkmtoun pyukmnmio «llonkmouenne k Wi-Fi
aBToMarnueckn». He mormyckail aBTOMaTM4eCKOro MNOIKIKOYEHUS] YCTPOWCTBA K

ceraMm Wi-Fi1 6e3 TBoero comiacus.

ConunajbHble CeTH

CoumanpHas CETh - 3TO CAWT, KOTOPBIN MPEIOCTABISAET BO3MOKHOCTD JIFOISIM
OCYILIECTBJISATh OOIIEHHE MEXay co0oil B WHTepHeTe. Yaime Bcero B HUX IS
KOKJIOTO 4YEJIOBEKA BBIJCIACTCS CBOSA JIMYHAs CTPAaHWYKa, HAa KOTOPOM OH
yKa3bIBaeT O ceOe pa3nuuHyr WH(OpManuio, HauuMHas OT MUMEHU, (pamMuauu u
3aKaH4YMBas JIMYHBIMH (oTorpadusMu. MHOTHE TOJb30BaTEIM HE TTOHUMAIOT, YTO
uHopManus, pa3MeriecHHass MU B COIMAIBHBIX CETSIX, MOXKET ObITh HaljieHa U

HCIIOJIb30BaHa KEM YIroaHo, B TOM YHCJIC HC 00s13aTEIBHO C OJIaruMu HaMCPCHUAMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLUAJIBLHBIX CETHAX:
1. Orpannyb CIUCOK Jpy3eil. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh

CIIy4alHBIX U HE3HAKOMBIX JIFOJICH;



2. 3amuiai cBOI YacTHYIO ku3Hb. He ykaspiBail mapoinu, TeneQoHsl,
aapeca, JaTy TBOEro pOXJAECHUS U JAPYryr JHUYHYIO HHPOPMAILHUIO.
3710yMBIIIJIEHHUKA MOTYT UCTIOJIB30BaTh Jake NHGOPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiai CBOIO pPEMyTaluio - JepKU €€ B YMCTOTe M 3a/aBail cebe
BOIIPOC: XOTEJ ObI Thl, YTOOBI APYTHUE MOIH30BATEIN BUICIH, YTO ThI 3arpy’Kaeiib?
[Tomymaii, mpex e 4eM 4To-TO OMyOIMKOBaTh, HAITMUCATh U 3aTPy3UTh;

4. Ecnu Tl roBOpUIBL C JIOABMHU, KOTOPHIX HE 3HACIb, HE HCIOJb3YH
CBO€ peajbHOE UMS U JAPYTYIO JUYHYI0 WH(OpPMALMU: UMS, MECTO KUTEIHCTBA,
MECTO yueObl U IPOYEE;

5. N30erait pasmemienus ¢pororpaduii B UHTEepHETE, I11e Thl M300paxeH
Ha MECTHOCTH, IO KOTOPO MOKHO ONPEJIETUTh TBOE MECTOIOIOKECHHE;

6. [Ipu perucrpanuu B COLMAIBHONM CETH HEOOXOAMMO HCIOJIb30BaTh
CJIOKHBIE TIAPOJIH, COCTOSIIINE U3 OYKB U LIU(P U C KOJTUYECTBOM 3HAKOB HE MEHEE
8;

7. Jlns comuanbHOM CETH, TOYTHl M JPYTHX CaWTOB HEOOXOIUMO
MCIIONIb30BaTh pa3Hble mapoyu. Toraa eciu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH

MOJIy4aT JAOCTYII TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpa3zy.

DJIEKTPOHHBIE 1eHbI'H
ONEeKTpOHHBIE JIEHBI'M — A3TO OYEHb YIOOHBIM Croco0 Miarexeil, oJHaKo

CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT NOJYYUTh 3TH JACHBIU.

DNEeKTPOHHBIE IEHbI'U MOSIBUIMCH COBCEM HEJJABHO M UMEHHO H3-3a 3TOTO BO
MHOTHX TOCyAapcTBax A0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccum sxe oHM (PYHKIIMOHMPYIOT U O HUX YK€ IMPOIMUCAHO B 3aKOHE, IIie
UX Pa3JeNsIloT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHbIEe. PazHuia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX Pa3pelIaeTcsl MPOBOAUTE ONEpaluu 0e3
UICHTU(UKALUY TT0JIb30BATENs, @ B HE aHOHUMHBIX UJICHTU(PUKALIUH 10JIb30BATES
ABJISIETCS 00S13aTENBHOM.

Taxxe ciegyeT pas3inuyaTh >3JIEKTPOHHbIE (GUATHBIE IEHBIM (pPaBHBI
rOCYIapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHbIE HE(HUAaTHbIE AECHbIM (HE PpaBHBI
roCyJapCTBEHHBIM BAJIFOTAM).

OcHoBHBIE COBeTHI 10 0e30NacHOi padoTe ¢ 3JIEKTPOHHBIMH IeHbIAMM:

1. [IpuBsixu K cuery MOOWIBbHBIA TenedoH. DTO caMmblii YIOOHBIA H

OBICTPBIM CcHIOCOO BOCCTAHOBUTH JOCTyn K cuery. [IpuBszanubiii Tenedon



MOMOJKET, €clii 3alyjellb CBOW IUIATEXKHBIM MapoJib WM 3aienib Ha CcalT ¢
HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonws3yit ogHopa3oBblie mapoau. llocne mepexoga Ha YCHIIEHHYIO
aBTopu3aluio TeOe yke He OyleT yrpokaTh ONACHOCTh Kpa)Xu WJIM IepexBara
IJIaTEKHOTO MMapOJIs;

3. Boi6epu cnoxkubril mapons. [Ipectynuukam OyneT He MPOCTO yrajaarh
CJIOKHBIM Mapoib. HanexxHele Mmapoinu — 3TO NapoJik, KOTOPBIE CONIEPKAT HE
MEHEe 8 3HAKOB W BKIIOYAIOT B c€0si CTPOYHBIC M MPOMHUCHBIC OYyKBBI, MUPPHI U
HECKOJIBKO CUMBOJIOB, TaKHe KakK 3HaK JoJuiapa, PyHTa, BOCKIUIATEIbHBIN 3HAK U
t.n. Hampumep, StROng!;;

4. He BBOIM CBOM JTMYHBIE TAHHBIE HA CAaUTaX, KOTOPBIM HE J1I0BEPSCILb.

DJIeKTPOHHAS 10YTA

DIIEKTPOHHAS 10YTa — 3TO TEXHOJOTHS U MPEAOCTABISEMBIE €10 YCIYTH 110
NEPECHUIKE U MOJYUYEHHUIO IEKTPOHHBIX COOOIEHUHN, KOTOPhIE paclpenestoTcs B
KOMIIbIOTEpHOM ceTu. OOBIYHO BJIEKTPOHHBIM MMOYTOBBIM SAIIUK BBITISIUT
CJIETyIOITUM 00pa3oM: UMs_TOJIb30BaTeIsI(@uMsl_TIoMeHa. Takxke KpoMme nepenaqu
MPOCTOTO TEKCTa, UMEETCSI BOBMOXKHOCTD IepeaaBarh (pailsibl.

OcHoBHBIE COBETHI M0 0e30MacHOii padoTe ¢ JTeKTPOHHOI MOYTOI:

1. Hano BbIOpaTh mpaBWiIbHBIN MOYTOBBIN cepBuc. B MHTepHeTe ecTh
OTPOMHBIN BBIOOP OECIUTATHBIX MOYTOBBIX CEPBHCOB, OHAKO JYUIIE JOBEPSATH TEM,
KOTO 3HA€IIb U KTO MEPBBIM B PEUTUHTE;

2. He yxa3piBail B jau4HOM mouTe JMyHyro uH(popmauuio. Hampuwmep,
Jyuuie BeIOpaTh «My3bIKalIbHbIN _(paHaT@» uinu «pok2013» BmecTo «Ttemal3»;

3. Hcenonp3yit ABYXATANlHYI0 aBTOPU3ALMIO. JTO KOIJA NOMUMO Mapos
HY>KHO BBOJIUTH KO/, TpUCHIIaeMbIil 10 SMS;

4. Bribepu crnoxxHbId naposb. s Kaxa0ro MOYTOBOTO SIIUKa JOJKEH
OBITh CBOM HAJC)KHBIN, YCTOMYMBBIN K B3JIOMY MapOJib;

3. Ecnn ecTtp BO3MOXKHOCTH Hamucarb CaMOMY CBOM JIMYHBINA BOIIPOC,
HCIOJIb3YH 3Ty BO3MOYKHOCTB;

6. Hcronp3yil HECKOJIBKO MOYTOBBIX SIMUMKOB. [lepBhI myisi 4acTHOM
MEPEIUCKU C aJipecaTaMu, KOTOPbIM Thl JIOBEpSCIllb. JTO ANEKTPOHHBIN ajpec He

HAJI0 UCTOIB30BATh IPU PETUCTPALMU HA GOpyMax U calTax;



7. He otkpsiBaii (aiiiabl U Apyrue BIOKEHUS B MUChbMAaX JIaXKe €CJIM OHU
OPUILLIM OT TBOMX Apy3el. Jlydie yToYyHM y HHUX, OTHPABISIM JIU OHU TeOe 3TH
(haiibr;

8. [Tocnie okoHYaHusi pabOThl Ha MOYTOBOM CEPBHUCE IEPEN 3aKPhITHUEM

BKJIQJIKW C CAUTOM He 320y Ha)KaTh Ha « BeIATHY.

Kn6epOyJIMHT MM BUPTYAJIbHOE W31€BATEILCTBO
KubepOyummHar — mnpeciaenoBaHue COOONMIEHHUSIMH, COACPKAMUMH

OCKOpOJIeHUsI, arpeccuio, 3amyruBaHUE; XYJIUTAaHCTBO; COLHAJIbHOE
OOMKOTHPOBAaHUE C IOMOUIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 0opbOe ¢ KHOEPOYIJIMHIOM:

1. He Opocaiics B 60ii. Jlyummuii cnocoO: MOCOBETOBAaThCS Kak ceOst
BECTH M, €CJIM HET TOro, K KOMy MOXHO OOpaTUTbCs, TO BHAdaje yCIOKOUTHCS.
Ecnu Thl HauHelb OTBeYaTh OCKOPOJICHHSIMU HAa OCKOpPOJIEHHS, TO TOJBKO eIle
0O0JIBIIIe Pa3oXOKEIIh KOH(IIUKT;

2. VYrpanistii cBoeit kubeppenyTaiuei;

3. AHOHUMHOCTH B ceTu MHUMasi. CyIlecTBYIOT ClIOCOOBI BBISICHUTH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTn Xynuranckuii o06pa3 BUpTyalbHON kKu3HU. HTEpHET

(buKcupyeT Bce TBOWM JACHCTBUS W COXpaHSICT WUX. YIAINTh HUX OyldeT KpaitHe

3aTPYAHUTEIBHO;
5. Benu ce0st BeXKIMBO;
6. Urnopupyit eauHuyHblii HeratuB. OIHOPA30BbIE OCKOPOUTEIBHHBIC

cooOmieHus: Jayduie UrHopupoBarb. OOBIYHO arpeccus IMpeKpallaeTcs Ha
HavyaJIbHOM CTAaJUMH,

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU,
B COILIMAJIBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKMPOBKHM OTHPABKU COOOIICHHH ¢
OMpPENIETICHHBIX aIPECOB;

8. Ecnu tb1 cBumerens kubepOymivHra. TBou AEMCTBUS: BBICTYNHTH
MPOTUB MpeciieioBaTeNsd, IOKa3aTh €My, 4YTO €ro JE€WCTBUSA OLEHUBAIOTCS
HETaTUBHO, MOJAEPKATh KEPTBY, KOTOPOM HY>KHA ICHUXOJOTHYECKas IOMOIIlb,

COOOIIUTH B3POCHIBIM O (PaKTe arpeCcCUBHOTO MOBEICHUS B CETH.

MoOunjbHblN TesaedoH




CoBpemeHHbIe cMapTHOHBI U TJIAHIIETHI COAEPKaT B ce0e BIIOJIHE B3POCIIbIN
(GyHKIIMOHAJI, U TENeph OHMU MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMU
KoMIibtoTepamu. OJJHAKO, CPEACTB 3AIMUTHI JJI MOJ0OHBIX YCTPOMCTB MOKAa OYEHb
Masio. TecTupoBaHME M MOUCK YA3BUMOCTEM B HHMX MPOHUCXOAUT HE TaK
MHTEeHCHBHO, Kak s [TK, To 'ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPUII0KESHUM.

CoBpeMeHHBIE MOOUIIBHBIE Opay3epbl YK€ NPaKTUYECKH JOTHAIU
HACTOJbHBIE aHAJOTH, OJHAKO paciupeHue (YyHKIMOHANIA BIEYET 3a COOOM
OOJBIIYIO CIIO)KHOCTh U MEHBIITYIO 3aIUIIEHHOCTb.

Jlanexko He BCe MNPOU3BOAMTENIM BBHITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIIUE
KPUTHYECKHE YSI3BUMOCTH JJI CBOMX YCTPOICTB.

OcHOBHBIE COBETHI Il 0€30MACHOCTH MOOUJIBLHOIO Tesie(oHa:

1. Bynb ocTtopoxkeH, Benb Korja Tede mpeajiaraloT OecriaTHBIA KOHTEHT,
B HEM MOTYT OBITh CKPBIThI KAKHE-TO TIJIaTHBIE YCIYTH;

2. Hymaii, npexae yeM otnpaBuTh SMS, ¢oro wiu Bugeo. Thl TOYHO

3Hacllb, IAC OHHU 6y,HYT B KOHEUHOM HTOIe?

3. Heo6xonuMo 0OHOBIIATE OTIEPAITMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
4. Wcnonw3yit aHTUBHUPYCHBIC TPOTPAMMBI JIJI MOOMJIBHBIX TeJIe(OHOB,;
3. He 3arpyxail npuiioxkeHuss OT HEU3BECTHOTO MCTOYHUKA, BEAb OHH

MOT'YT COZACPKATh BPEIOHOCHOE MTPOTPaMMHOE 00ECIICUCHHE;

6. ITocne TOro kak Tbl BBIAAEHIL C CalTa, TJA€ BBOAWI JIMYHYIO
uH(MOpMaIio, 3aliI1 B HACTPOUKHU Opay3epa u yaaimm cookies;

7. [Tepunoguyeckn TpoBepsii KakWe IUIATHBIC YCIYTH aKTHUBUPOBAaHBI Ha
TBOEM HOMEpE;

8. JaBaii cBOil HOMEp MOOWJIBHOTO Tesle()OHA TOJBKO JIFOASM, KOTOPBIX
ThI 3HACIIh ¥ KOMY JIOBEPSCIIIb;

9. Bluetooth nomkeH ObITh BBIKIIIOUEH, KOT/Aa Thl UM HE MoJib3yelibes. He

3a0bIBail MHOT/IA IPOBEPSTH ITO.

OUIIHHT WIN KPAKa JUYHBIX TAHHBIX

['maBHass uenb pumuHr - BuAa VIHTEpHET-MOIIEHHUYECTBA, COCTOUT B
MOJTYYCHUH KOH(DHUICHIIMATBHBIX JTaHHBIX MOJIh30BaTENIe — JIOTHHOB M TapOJIeH.
Ha anrmuiickom si3pike phishing umraercs kak ¢ummar (ot fishing — psiOHas
J0BJIs, password — mapob).

OcHoOBHBIE COBETHI 110 00pb0e ¢ PUILHUHIOM:



1. Cnenu 3a cCBOMM akkayHTOM. Eciiy ThI TOA03pEBACIIIb, YTO TBOSI aHKETA
OblJia B3JIOMaHa, TO HEOOXOoAMMO 3a0JOKHUpPOBATh €€ U COOOUIUTH
aJIMUHHUCTpATOPaM pecypca 00 ITOM KaKk MOXKHO CKOPEe;

2. Ucnonws3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCJie, WHTEPHET-
Mara3fHOB M ITOUCKOBBIX CHUCTEM;

3. Wcnonb3yii ClIOXHBIE W pa3Hble Mapoiu. TakuM oOpa3om, eciu Teos
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH IIOJy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4, Ecnu Tebs B3moManu, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J0OaBIIEHBI y T€0s B IPY3bAX, O TOM, YTO TeOs B3JIOMAIU U,

BO3MOXHO, OT TBOCTO UMCHHU 6yI[eT paccblIaThbCA CllaM UM CCBLJIKM Ha CI)I/IIHI/IHFOBble

CalTBhI;
5. Ycranosu HaznexHbli naponb (PIN) Ha MoOunbHBI TenedoHn;
6. OTK/II04M COXpaHEHUE MapoJs B Opaysepe;
7. He otkpsiBaii ¢aiisibl U Jpyrue BIOKEHUS B MUCbMAX JIaXe €CIIU OHU

MPUILIM OT TBOUX Jpy3el. Jlydille yTouyHu y HHMX, OTHOPABIISUIN JIM OHU TeOE 3TH

(baimbl.
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